How to Update TPM Firmware

Applications

The TPM firmware update are only applicable to the following models.

Product Name CPU Generation |[TPM FW Version

BIOS version or later

A140 10th Gen 7.2.1.0 R1.11.070520
B300 8th Gen 7.2.0.1/7.2.0.2 R1.09.070520
B360 10th Gen 7.2.1.0 R1.26.070520
F110 8th Gen 7.2.0.1/7.2.0.2 R1.00.070520
K120 8th Gen 7.2.0.1/7.2.0.2 R1.07.070520
S410 8th Gen 7.2.0.1/7.2.0.2 R1.00.070520
UXx1o0 8th Gen 7.2.0.1/7.2.0.2 R1.00.070520
UXx1o0 10th Gen 7.2.1.0 R1.15.070520
V110 8th Gen 7.2.0.1/7.2.0.2 R1.00.070520
V110 10th Gen 7.2.1.0 R1.10.070520
RX10 7th Gen 7.2.0.1/7.2.0.2 R1.09.070520




Update Procedures

Please ensure below initial conditions are all set before starting TPM firmware update:
® Connect device with AC adapter and with at least 30% battery power

® Ensure that Secure Boot state is on/enable

® Disable BitLocker function

Check Secure Boot State

1.Type “msinfo32” in the search bar near windows start icon H and enter to initiate the “System

Information”.

jo msinf032|

2. Look into “system Summary” and find the information of “Secure Boot State” and make sure it is

on.

B System Information - O X
File Edit View Help

System Summary ' A

+-Hardware Resources
+- Components
+- Software Environment

Secure Boot State On

Find what: Find Close Find

[Jsearch selected category only [Jsearch category names only

3. If the state is NOT “On”, then check the instruction below the enable the secure boot.



Enable Secure Boot
1. In Windows 10 OS: Settings— Update & Security— Recovery— Advanced start-up.

In Windows 11 OS: Settings— System — Recovery— Advanced start-up.

@ Home Recovery

Find a setting ]

Advanced start-up

Update & Security

Start up from a device or disc (such as a USB drive or DVD), change
your PC's firmware settings, change Windows start-up settings or

2 Windows Update restore Windows from a system image. This will restart your PC.

Restart now
& Delivery Optimisation

w Windows Security

Fix problems without resetting your PC
$ Backup

Resetting your PC can take a while

a troubleshooter to resolv

2 Troubleshoot Troubleshoot

Click “Restart now”, then system would show a screen of options.

Choose “Troubleshoot” — “Advanced options” — “UEFI Firmware Settings”.

System would request to confirm the options “Restart to change UEFI firmware settings”, click
“Restart” to continue the actions.

5. System would show the pre-boot menu, please go to “Setup Utility” — Tab “Security” — enter
“Set Supervisor Password” — set passwords — confirm OK on the pop-up dialog “Changes have
been saved after press “Save and Exit”.”

Option “Secure Boot Configuration” appears on the Tab “Security” after last move.
Enter “Secure Boot Configuration” — Select “Secure Boot” —Select “Enable”.

The Secure Boot state has been changed to enable after saving the change.



Disable BitLocker Function
Warning: TPM firmware update will cause loss of all TPM keys and data protected by those keys. It

is important to disable BitLocker before applying the update.

1. Disable BitLocker on Windows OS. Select Control Panel > System and Security—> BitLocker
Drive Encryption. Click Turn off BitLocker. (Picture 1)

X

T R > Control Panel > System and Security BisLocker Drive Encryption - (&)

Control P om
e fenat Home: BitLocker Drive Encryption

Help protect your files and 1olders from unauthonzed access Dy protecting your drives with BatLocker,

© For your security, some setlings are Managed by your Sys1eem SAminislrator

Operating system drive

Windows (C) BitLocker on
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Fixed data drives
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2. Click Turn off BitLocker (Picture 2) to confirm decryption drivers

BitLocker Drive Encryption
Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

© ror your security, some settings are managed by your system administrator.

Operatin stem drivy
i g5y | BitLocker Drive Encryption x

Windows (C:) BitLock X
Turn off BitLocker

- 1 Your drive will be decrypted. This might take a long time, but
* you can keep using your PC during the decryption process.

g

Turn off BitLocker Cancel

Fixed data drives

Picture 2



3. Wait for decryption process to finish (Picture 3)

* Control Panel * System and Security * BitLocker Drive Encryption

BitLocker Drive Encryption

Help protect your files and folders from unautharized access by pratecting your drives with

Operating system drive

Windows (C:) BitLocker Decrypting

I

Picture 3

4. Bitlocker function is successfully disabled when the window shows BitLocker is off (Picture 4)

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

Operating system drive

Windows (C:) BitLocker off

G Turn on Bitlocker
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Picture 4



Update TPM Firmware

1. Double click “Nuvoton NPCT750 TPM 2.0 Firmware Update 7220.exe” to run the file
2. Click yes button to approve the administrator privileges for updating TPM firmware (Picture 5)

Nuvoton NPCT750 TPM 2.0 Firmware
Update 7220.exe

Verified publisher: GETAC TECHNOLOGY CORPORATION
File origin: Hard drive on this computer

Picture 5

Show more details

3. Click Next button (Picture 6)

B Nuvoton NPCT750 TPM 2.0 Firmware Update - X

Muvaokon MPCT7S0 TPM 2.0 Firmware Update
YERSIOM:7.2.2.0

DESCRIPTION:

This package contains the latest Nuvoton NPCTZS0 TPM 2.0
Firmware, as well as utilities for updating and checking
status,

IMPORTANT:

The firmware update may result in loss of TPM data.
Please make sure all TPM based applications are closed
before initiating the TPM FiW update.

Flease make sure all your data which is encrypted by the
TPM is decrypted before initiating the TPM FW update.
For example, the Bitlocker function should be turned off
before the TPM FiW update.

Please refer to user guide for more details,

[ next> 1 cancel

Picture 6



4. Click Yes button (Picture 7)

B Muvoton NPCT7S0 TPM 2.0 Firmware Update —

Update TPM firmware will cause loss of TPM data, all TPM based applications should be
disable before update firmware,
Are vou sure all TPM based applications have been disable?

< Back Yes s]

Picture 7

5. Choice | accept the terms of the license agreement, and click install (Picture 8)

B Nuwoton NPCTTS0 TPM 2.0 Firmware Update — X

License Agreement

Please review the license terms before installing Nuvoton

NPCT750 TPM 2,0 Firmware Update,

Press Page Down to see the rest of the agreement.,

Advanced PC Software License A

Please read the following license agreement. Press the Page Down key to
see the rest of the agreement. If yon accept all terms, continue the
wnstallation; otherwise abort the 1nstallation.

v

If vou accept the terms of the agreement, select the first option below. You must accept the
agreement to install Nuvaton NPCT750 TPM 2.0 Firmware Update. Click Install to start the

installation.
(®)1 accept the terms of the License Agreement
o nok accept the terms o icense Agreement

< Back Install Cancel

Picture 8




6. After TPM firmware update driver install successfully, the screen will show as Picture 9

ChWindowshsystem32\cmd.exe

TPM Firmware: 7.2.1.0
Microsoft PnP Utility

Processing inf : ntctpmfw. inf
Successfully installed the driver.
Driver package added successfully.
Published name oem82 _inf

Total attempted: 1
Number successfully imported: 1
Please manually reboot the system twice.

return=e
Press any key to continue . . .

Picture 9
7. Please manually reboot the system as the screen instructs after successfully update firmware

8. After reboot, system will install an update (Picture 10)

etac
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Please wait while we install a system update

Picture 10



9. After 1%t update, system will automatically reboot and install the TPM firmware process with
progress bar (Picture 11)

Getac

www getac.com

Please wait while we install a system update

Picture 11

10. System will automatically reboot to Windows after progress bar is complete

11. The system does not detect the TPM module at this moment, please manually reboot the
system

12. After the system reboot and enter Windows, the process of TPM firmware update is complete.

13. TPM based applications (including BitLocker) can be enable after Firmware update.



